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VOICE AUTHENTICATION 



52- 



VOICE RECOGNITION 



! REFERENCE 
1 VOICE PRINTS 



COMPARISON 
SCORES 



DOCUMENTS 



DATA 



DATA 
INTERFACE 



TEXT-TO-SPEECH 



-64 
-66 



CONTROL 



VOICE 
INTERFACE 



MEANS FOR ENTERING 
OR AFFIRMING DATA 
IN (OR IDENTIFY OF) A 
DOCUMENT TO BE SIGNED 
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DEATH OCCURS 









ATTENDED BY A PHYSICIAN ? 



yn 



CORONER 
CONTACTED 
AND EXAMINES 
BODY 



FUNERAL DIRECTOR 
CONTACTED 



FUNERAL DIRECTOR INITIATES 

A NEW ELECTRONIC DEATH 
CERTIFICATE AND ENTERS ALL 
INFORMATION THAT HE IS ABLE 
AND AUTHORIZED TO PROVIDE 



ISSUING AGENCY 
FORMATS REQUIRED 
INFORMATION IN XML, 

OR OTHER DATA 
FORMAT, ENCRYPTS, 
AND TRANSMITS 
ELECTRONICALLY 
TO PCL 




ELECTRONIC SIGNATURE ? 



NO 



YES 



FUNERAL DIRECTOR CONTACTS PHYSICIAN VIA 
PHONE, FAX, PAGER, E-MAIL, OR OTHER MEANS. 
PHYSICIAN IS NOTIFIED THAT HE HAS A 
CERTIFICATE AWAITING SIGNATURE AND 
IS INSTRUCTED TO CALL PCL. 



PHYSICIAN PHONES PCL, 
ENTERS INFORMATION VIA VOICE 
RECOGNITION AND DIGITALLY 
SIGNS DEATH CERTIFICATE 



PRINT UNSIGNED 
DEATH CERTIFICATE 
AND REVERT TO 
MANUAL DEATH 
REGISTRATION PROCESS 
AS SHOWN IN FIG. 8 



COMPLETED DEATH CERTIFICATE 
SENT TO HEALTH DEPARTMENT AND 
FUNERAL DIRECTOR 
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FUNERAL DIRECTOR CONTACTS PHYSICIAN VIA 
PHONE, FAX, PAGER, E-MAIL OR OTHER MEANS. 
PHYSICIAN IS NOTIFIED THAT HE HAS A 
CERTIFICATE AWAITING SIGNATURE AND IS 
INSTRUCTED TO CALL PCL. 



T 



PHYSICIAN CALLS PCL. 
GREETING AND BRIEF 
INSTRUCTIONS PLAYED 



| <^E NR' >LLMENT OR CE II < RON C L? 



ENROLLMENT CALL 
SEE FIG. 7 



RETRY 



CERTIFICATION CALL. SYSTEM 
REQUESTS IDENTIFYING 

INFORMATION SUCH AS NAME 
AND LICENSE NUMBER 

"""IDENTITY RECOGNIZED 
AND VERIFIED ? 



RETRY 
IDENTIFICATION AND 
VERIFICATION OR 
HANG UP 



NO 



YES 



104 



CHECK DATABASE FOR 
PENDING CERTIFICATES 



JJOX 



CERTIFICATES PENDING ? 



-106 



108 





YES 


BEGIN CERTIFICATE 
PROCESSING 


— - — 



PLAY MESSAGE 
THAT STATES NO 
CERTIFICATES PENDING 
AND HANG UP 
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BEGIN CERTIFICATE PROCESSING 



T 



SYSTEM STATES NUMBER OF CERTIFICATES PENDING 



NO / USER WISHES TO 

~~ \ CERTIFY FIRST CERTIFICATE ? 



QUIT OR SKIP \SKIP 
TO NEXT CERTIFICATE ? , 



118" 



QUIT 

122 



SKIP TO 
NEXT 
PENDING 
CERTIFICATE 



PLAY EXIT 
MESSAGE AND 
HANG UP 



-124 



GET CERTIFICATE 
INFORMATION FROM DATABASE 



T 



PRESENT CERTIFICATE IDENTIFYING INFORMATION. 
MAY INCLUDE CERTIFICATE NUMBER, 
DESCENDENTNAME, LOCATION, TIME, ETC. 



NO 



COMPLETE AND CERTIFY 
THIS CERTIFICATE ? 



128 



J YES 



SYSTEM REQUESTS FROM USER INFORMATION REQUIRED TO 
COMPLETE CERTIFICATE. MAY INCLUDE CAUSE OF DEATH, 

TIME, LOCATION, ETC. 



130^ 
132- 



USER INPUTS, VIA VOICE RECOGNITION, THE 
REQUESTED INFORMATION 







SYSTEM READS BACK USER-INPUTTED INFORMATION TO USER 


SYSTEM 
IDENTIF 
INFORM/ 


REQUESTS USER TO 
Y WHICH INPUTTED 
\TION IS INCORRECT 


^—138 


,136 ^-134 



CORRECT ? 
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INPUTTED INFORMATION 
CORRECT? 



\ YES 



136 



SYSTEM ASKS USER IF HE WISHES TO CERTIFY 
THE CERTIFICATE AND PROVIDES INSTRUCTIONS 
ON HOW TO DO SO 




I ENCRYPT AND DIGITALLY 
ARCHIVE VOICE 
RECORDINGS 



ENCRYPT AND ARCHIVE 

VOICE VERIFICATION 
SCORES AND STATISTICS 



SEND ARCHIVES TO 
CERTIFICATE-ISSUING 
AGENCY (MONTHLY OR 
UPON REQUEST) 



SEND PAPER 
AND/OR E-MAIL 
CONFIRMATIONS 
TO FUNERAL 
DIRECTOR, 
ISSUING AGENCY, 
OTHER SPECIFIED 
PARTIES 



FORMAT XML (OR 
OTHER DATATYPE) 
DOCUMENT RECORD, 
ENCRYPT, AND 

SEND TO 
CERTIFICATE 
ISSUING AGENCY 



168- 



DECRYPT PCL 
DATA AND 
UPDATE ISSUING 
AGENCY DATABASE 
RECORD 
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PROSPECTIVE USER ISSUED CONFIDENTIAL 
ONE-TIME PASSWORD FOR ENROLLMENT 



174- 



USER CALLS PCL SYSTEM AND 
SELECTS ENROLLMENT OPTION 



PCL SYSTEM MATCHES CALLER 
INFORMATION WITH ITS DATABASE 



AUTHENTICATE CALLER BASED 
ON ENROLLMENT PASSWORD 



-176 



-178 



182 



AUTHENTICATED ? 



TRY AGAIN ? 



180 



| NO 

/QUIT OR CONNECT T0\0UIT 
XCUSTOMER SUPPORT ?/ ] 



-190 



186 



CUSTOMER 
SUPPORT 

188 



PLAY EXIT 
MESSAGE 
AND HANG UP 



PROMPT CALLER TO GATHER 
REQUIRED INFORMATION AND OBTAIN 
VOICE SAMPLES FOR 
VOICEPRINT CREATION 



ROUTE CALL 
TO CUSTOMER 
SUPPORT 



194^ 



r 



/ INPUT AND 
v VOICE SAMPLES OK ? 



UPDATE PCL 
I SYSTEM DATABASE 



NO 



-192 



CUSTOMER 
SUPPORT 



RETRY, QUIT OR CONNECT 
TO CUSTOMER SUPPORT ? /RETRY 

x TqW ^ 



ROUTE CALL 
TO CUSTOMER 
SUPPORT 



PLAY EXIT 
I MESSAGE 
AND HANG UP 



-200 
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"death occurs 



ATTENDED BY PHYSICIAN ? 




CORONER CONTACTED 
AND EXAMINES BODY 



YES 



T FUNERAL DIRECTOR 
CONTACTED 



-816 



5 
ru 



834 



THIS IS A FAIRLY 
COMMON 
SITUATION. 
DEATH 
CERTIFICATES 

SIGNED 
IMPROPERLY 
OR IN THE 
WRONG COLOR INK 
MAYBE 
REJECTED 



FUNERAL DIRECTOR 
CONTACTS CERTIFIER FOR 
CAUSE OF DEA TH, ETC. 

i 

FUNERAL DIRECTOR 
i MEETS WI TH FAMILY 

— =3 



FUNERAL DIRECTOR 
' | COMPLETES DEATH 
824 \ CERTIFICATE ON TYPEWRITER 




FUNERAL DIRECTOR PHYSICALLY 
TAKES DEATH CERTIFICATE 
TO PHYSICIAN TO 
OBTAIN SIGNATURE 
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PHYSICIAN AVAILABLE TO SIGN ? 



XNO 



PHYSICIAN SIGNS CERTIFICATE AND 
FUNERAL DIRECTOR DELIVERS 
COMPLETED CERTIFICATE ALONG 
WITH BURIAL PERMIT TO 
THE HEALTH DEPARTMENT 



828 



826 



DEATH CERTIFICATE 
ACCEPTABLE TO 
v HEALTH DEPARTMENT ? 



THIS STEP MAY REQUIRE 
MULTIPLE REPETITIONS 
IF DEATH CERTIFICATE 
INFORMATION IS 
AMENDED OR THE 
CERTIFICATE IS 
DAMAGED, THE PROCESS 
MUST BE REPEATED 





YES 


HEALTH DEPARTMENT 
APPROVES BURIAL PERMIT 







5. # 



